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BACK UP YOUR COMPUTER
Start - Programs — Accessories —» Windows Explorer

A backup copy allows certain flexibility - you can significantly change or modify files on
your computer without worrying that you will lose any information.

When you back up your computer, don’t worry about backing up the entire hard drive.
Only back up files that you've created or have had sent to you (i.e. letters, memos,
pictures, e-mail, and bookmarks). The operating system (Microsoft Windows XP, etc) and
installed programs (Microsoft Word, Excel, and AOL) all have their own installation CDs. If
disaster strikes, you will need to install these programs directly from their own CDs instead
of from your backup.

1. To make backups easier, store all of your original files (letters, writing, e-mail,
photos, etc) in one folder on your computer. The "My Documents" folder on the C:
drive is the default storage folder for Microsoft products. This folder can be divided
into sub-folders.

2. People used to back up their computer onto a floppy disk (1.44 MB) or Zip disk
(100/250 MB). Nowadays, it is easier to back up your data onto a memory key
(128-256 MB), a blank CD (700 MB) if you have a CD-RW drive, or blank DVD (4.7
GB), if you have a DVD-RW drive.

3. To backup your files: Open Windows Explorer ("Start - Programs — Windows
Explorer" or "Start - Programs — Accessories —» Windows Explorer™).

4. Click the checkmark next to "Local Disk C:" to expand the column. Find your folder
(i.e. "My Documents™) and click and hold the left mouse button down. Drag the
entire folder onto the zip or memory drive. Release the left mouse button. The files
will start copying onto the new drive.

5. If you are backing up onto CD or DVD, start your software burning program (e.g.

Adaptec Easy CD Creator, Nero — Burning Rom, lomega DVD Wizard) and copy the
files onto a blank CD or DVD.
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REMOVE UNNECESSARY STARTUP PROGRAMS
Click Start - Run - msconfig — Startup

The System Tray is located in the bottom right-hand corner of the screen and includes any
programs that your computer automatically runs at startup (virus scanners, sound
programs, display information). None of these programs are essential for your computer
to run, and many of the slow your computer down at startup.

To remove programs from the system tray, click Start— run— msconfig— Startup and
uncheck the appropriate box (you can always reload it later). For all computers: keep
your Antivirus software & your CD-burning tools. Restart your computer.

44 System Configuration Utility 1'
General | ysTem it | wi.mu | BooTanr Services | startup |
Service | Essential I Manufacturer | Status |
Symantec Event Manager Unknown Running
Symantec Password Yali, ., Unknown Stopped
Symantec Settings Mana... Unknown Running
Symantec Antivirus Defi, .. Unknown Running
InstallDriver Table Mana... Unknown Stopped
Iomega App Services Unknown Running
Machine Debug Manager Unknown Running
MVYIDIA Driver Helper Se... MVIDIA Corporation Running
Office Source Engine Unknown Stopped
SavRoam Unknown Running
Symantec Network Drive... Unknown Stopped
Symantec Antivirus Unknown Running
Enable Al | Disable All |

Ok I Cancel | Apply | Help |

REMOVE UNNECESSARY SYSTEM SERVICES
Click Start -» Run - msconfig —» Services

The system services start when your computer boots up. Be careful about disabling
Microsoft Services — some of them are necessary for your computer to start. I'd
recommend checking the “Hide all Microsoft Services” box and looking at the remaining
services. Keep your antivirus software, and investigate the other services.

Each time you uncheck a box and restart your PC, you'll get a warning that you've used

the System Configuration Utility to disable a program from starting automatically. If you
don't want to see that warning, disable it by checking the box in the dialog itself.
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. Uzed space: 34,883,440 640 bytes 324 GE
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Drive C Dizk Cleanup |

CLEAN UP YOUR HARD DRIVE
Open My Computer —» Local Disk C: - Properties—» Disk Cleanup

Keep at least 15% of your hard drive space free. Double-click on "My Computer" and
right-click on the C: drive. Select "Properties” from the drop-down menu. This will tell
you how much space you have left on your hard drive, as well as which unessential files to
delete to free up space. Click on "Disk Cleanup”. Ignore "compress old files" unless you
drastically need to add more space to your hard drive. Check the other boxes and click
"OK" to remove these files.

5 Add or Remove Programs -:_, ]

3 Currently installed programs: Sort by: | Name v
| Changeor | lir adobe Reader 6.0.1 Size  44.16MB |
| Remave | =

Programs | Click here For support information. Used rarele ||

e B

ij' ‘f?)a Background Intelligent Transfer
- Service (BITS) client version 1.5
Add Mew

Programs M, caL Launcher Sz Z.75ME ||
e B c1s Sies  50.35MB
:; e Citrix ALE Client Size 0.86ME

AddfRemove | 23 Deskiop Backup Size  0.01MB

windows &
Components 48 Internet Explorer Q832894 Size 2.21MB

ﬁ!_?j] Macromedia Authorware Web Flayer
@ @ Mcafee YirusScan Enterprise Size  16.11MB

36t Programm 5 Microsoft Baseling Security Anakyzer Size 3. 70MB
Access and 1.7

Defaules fel

09 Micrnsnft NFfice ErontBane 2007 Siza 157 AOME

REMOVE UNUSED PROGRAMS
Click Start— Settings— Control Panel—-» Add or Remove Programs

If you are using Microsoft XP or higher, the "Change or Remove Programs" option will give
you the size of the program, the date last used and the frequency of use. Windows
measures the number of times the program has been run in the past 30 days and labels it
accordingly: rarely, occasionally and frequently.

Click on "REMOVE" to uninstall the program and restart your computer every time you're
asked to do so. Also, as a good rule of thumb, restart your computer after uninstalling 2-
3 programs, even if it doesn't ask you to restart (many of these programs lie in resident
memory; restarting will clear them out).
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Problem Eind
18050lutions 3 entries

Alexa Related 1 entries
BackWeb lite 7 entries
B argain Buddy 1 entries
BlazeFind AUpdate 1 entries

B Aid. FeaturesR I 21 entries

BrowserAid. LetsSearch 1 entries
Common hijacker 2 entries

Connect MFC Application 11 entries

-

Domestic Germany 1 entries

DS0O Exploit 1 entries

eBates MoneyM aker 3 entries
eGroup.InstantAccess b entries
GAIN . DashBar 1 entries
GAIN.Gator 13 entries

GigaTech SuperBar 2 entries
IGetNet 3 entries
IPinsight 1 entries
MainPean 8 entries
n-Case 6 entries
RapidBlaster 2 entries
Vx2/le 1 entries

.
5
.
+

NEEEEEEEEEA

WwildT angent 10 entries

REMOVE SPYWARE:
http://www.safer-networking.org

Spyware is a program installed on your computer that keeps track of your web surfing and
sends the information back to the owner. It isn’t illegal, but it will compromise your
privacy online by sending pop-up ads geared towards you and will bog down your Internet
connection by using it to send and retrieve information about you from your computer.

To remove spyware: Go to http://www.safer-networking.org and download "Spybot:
Search & Destroy" (it's free; donations accepted). Install it, update it, and run it on your
computer. You may have to restart your computer to completely clean it from all

Spyware.

SPYWARE REMOVAL TOOLS:

1. Windows Defender:
http://www.microsoft.com/athome/security/spyware/software/default.mspx

2. Lavasoft’s Ad-Aware: http://www.lavasoft.de/software/adaware/
3. SpywareBlaster: http://www.javacoolsoftware.com/spywareblaster.html
4. InstallSpy: http://www.snapfiles.com/get/installspy.html
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Top 10 viruses reported to Sophos in March 2006

Paosition Last Virus Percentage of reports
mointh
1 4 WWA2IZafi-B 17.3%
2 1 WM etslo-P 15.3%
3 2 WA2IMyam-D TH%
4 Re-entry W32y Donm-Ad 4 1%
A f WAZIMytoh-EX A%
£ ] iy TrojfCladaer- 34%
7 7 WAZIMytoh-BE 3%
g q WAZINetske-D 3.0%
g ] WAZIMob-FO 3.0%
10 Re-entry WAZIoh-Z 2.8%
Others 36.5%

REMOVE VIRUSES
http://vil.nai.com/vil/stinger/

If your computer is running slower than usual or if strange icons have appeared on your
desktop, or if you are unable to connect to the Internet, your computer may be infected
with a virus. The easiest way to check and make sure is to run a virus scan on your
computer. The tools listed below are all free to download or scan online; anti-virus
companies make their money off of ongoing subscriptions - not removing the viruses on
your computer.

SCANNING TOOLS:

e McAfee ADVERT Stinger: http://vil.nai.com/vil/stinger/
e Symantec Security Check: http://www.symantec.com/cgi-bin/securitycheck.cqi

ANTIVIRUS TOOLS:

e BitDefender 8: http://www.bitdefender.com
e Avast! 4: http://www.avast.com/
e AVG Antivirus Free: http://free.qgrisoft.com/doc/1

ANTI-TROJAN TOOLS:
Trojan Horses or Backdoors open your PC from the inside to attackers. Once a
Trojan is installed, someone can take full control of your computer. Most Trojans
are delivered via email and just previewing the email can activate the Trojan.

e a-squared free: http://www.emsisoft.com/en/software/free/
ewido anti-malware: http://www.ewido.net/en/
¢ RootKitRevealer: http://www.sysinternals.com/Utilities/RootkitRevealer.html
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‘S Microsoll Windows Update - Microsall Internet Explorer

Fi= Edt  WView Faworbes Tookk  Help
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2l © rieret

DOWNLOAD CRITICAL UPDATES
http://windowsupdate.microsoft.com

If you are using a Microsoft operating system (i.e. Windows 98/2000/ME/XP), visit:
http://windowsupdate.microsoft.com and download the Critical Updates for your
computer. It's free, and it will patch up many of the security holes that the viruses
exploit on your system.

Ol womor &
L1 0ffice Online Microoolt
Search | Dowrloads =] |
Horne Office Update Help
Asgstance
= our Office products require the criscal below, The selected for pstalation.
T 1F you do ot wan £ instal an updats, dssslsct the check bos neit to i
Clip At and Media
Download: Selacted :
= v Updstes: 3 Updates for Dffice 2000 products
Office Marketolace I Dowrload Sze: TTOKE
Praduct Information & Dovbood Tives <1 et 7 Office 2000 Security Patch: KBA22035
45 KB { Downlaad Time = < | min 2t your connection spe

Things To Do The Office 2000 Security Pabch: KES22045 offers the highest
Show skready instalad levels of stabilty and securty svalsble for Microsoft Office
Office updates 2000, This update is part of Microsaft's continued effort to
o e ok coptt provide the latest product updates to customers,
Gk Mare Fformation...
Related Web Sites ¥ Office 2000 WordPerfect 5. Converter Security Patchs
Find frem programs in the KBB24993 (English version)
Downiood Catalog i A
i it 8 | Dowrload

This updste provides you wih the latest version of the Microsaft

Office Workbide &
Office 2000 WordPerfect 5 .x Converter and offers the highest

levels of stability and security availsbie for the Office 2000
WordPerfect S.x Converter.
Mare Fformation...

DOWNLOAD MICROSOFT OFFICE UPDATES
http://office.microsoft.com

If you are using Microsoft Word and/or Excel, you may also wish to download Microsoft
Office updates. These are also free and will patch problem holes with your Office
products. You may need to have your installation CD-ROM available for these downloads.
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% Disk Defragmenter 1Ol x|

File  Action View Help

= w2

Wolume Session Status File Swskem Free Space % Free Space

Estimated disk usage before defragmentation:

Estimated disk usage after defragmentation:

Analyze | Defragment | Fause | Stop | Wiew Report |

M Fragmented files B Contiguous files [ Unmovable files [ Free space

DEFRAGMENT YOUR HARD DRIVE:
Click Start—» Programs— Accessories— System Tools— Disk Defragmenter

Defragmenting your hard drive takes all the programs installed on your computer and puts
their data files next to each other, freeing up space and speeding up the computer (the
computer spends less time looking for all sections of the program). This program is useful to
do once a month or after you've installed or removed new programs on your computer.

1. Choose "Defragment now". Once you're at this box, click "Analyze" (Windows XP). In a
few minutes, it'll return a message that will tell you whether or not you actually need
to defragment your hard drive.

2. If you receive a message that tells you that you should defragment your disk, choose
"Defragment now."

3. It's essential that you allow the defragmentation to continue without using your
computer for any other function; the defragmentation will continue for several minutes
or hours until it is completed.

4. Special Note: If the defragmentation takes a very long time, you may need to turn off

your screensaver. Do this by going to Start— Settings— Control Panel— Display and
selecting (None) under "Screen Saver".
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NOTES:
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